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LEARNING OUTCOMES

» Defining the importance
of cyber forensics

* Respond effectively to
Data Extraction and of using
Data Extraction Tools.




Objectives

To Understand the Basics of Cyber Forensics

To Learn procedure on Evidence Collection and Preservation

To know about Tools and Forensics Data Extraction

To Develop skills for Incident Response and Cybercrime
Investigation

e To Explore Legal and Ethical Issues in Cyber Forensics

Unit 1

Introduction to Cyber Forensics:Meaning and Introduction toCyber
Crime — Definition and scope of cyber forensics — Legaland ethical
considerations —International Guidance to Cyber forensics Laws —
Necessity of International Standards — WSSN — ISO — SABS.

Unit 2

DigitalForensics& Procedure for Investigation:Policy and Procedure
Development — Evidence Assessment — Evidence Acquisition —
Preserving the integrity of digital evidence — Evidence Examination —
Documentation and Reporting.

Unit 3

Incident Response and Cybercrime Investigation:Digital Incident
response — procedures — Types of cybercrimes — Investigation techniques
— Forensic analysis of compromised systems.

Unit 4

Cyber Forensics and Data Extraction: Introduction to Data
Extraction — Cyber Forensics Techniques — Outwit Hub — Web Scraper
— Spinn3r — Fminer — Parse Hub — Octaparse — Table Capture — Scrapy
— Tabula — Dexi.io — Advantages of using Data Extraction Tools.

Unit 5

Legal and Ethical Issues in Cyber Forensics: Legal aspects of digital
evidence — Legal framework for cyber forensics — Ethicalconsiderations
in digital evidence handling — Case studies and practical applications.

References and
Text Books

e Computer Forensics: Investigating Network Intrusions and Cyber
Crime — EC-Council — 20009.

e Guide to Computer Forensics and Investigations — Bill Nelson,
Amelia Phillips, Christopher Steuart — 2019.

e Cyber Forensics: From Data to Digital Evidence— Albert J.
Marcella Jr., Doug Menendez, and W. Claycomb — 20009.

Outcomes

Defining the importance of cyber forensics.

Proficiency in explaining Procedure for Investigation.
Demonstration Incident response procedures techniques.
Respond effectively on Data Extraction and of using Data
Extraction Tools.

e Navigate the legal and ethical considerations in the field of
cyber forensics.




